Confidentiality and data protection

The surveys are conducted using the proven online survey software 'unipark’, which guarantees
the protection of the information provided by the survey participants.

After participation in the survey, a school-specific evaluation is created for the school, whereby the
anonymity of the survey participants is preserved. No conclusions can be drawn about the
information provided by individuals.

For the general (system context-related) analyses, the evaluations are carried out across several
schools. Therefore, no conclusions can be drawn about individuals and individual schools. The
findings are used to clarify the understanding of the challenges you face and the demanding work
you do at your school, and to develop recommendations for supporting schools and school
development.

We will, of course, observe all data protection regulations. In concrete terms, this means that the
answers from the questionnaire are
o will be treated with strict confidentiality,
¢ will only be processed for the purpose associated with the survey,
o will only be viewed by persons working at the Institute for Educational Management and
Economics (IBB) in the project context of the "School Barometer" (SchuBa).

We assure that all persons involved have been informed about the principles for the processing of
personal data according to Art. 5 DSGVO as well as the security of the processing (Art. 5 para. 2,
Art. 24, Art. 32 DSGVO).

More detailed information is contained in the data protection declaration inserted below.



Privacy Policy

We at the Institute for Educational Management and Economics IBB of the University of Teacher
Education Zug PH Zug hereby declare that we will use the information from the questionnaires as
well as the received e-mail addresses of the school's employees exclusively for the purpose of
conducting the online surveys and linking these data.

Principle of voluntariness:

This survey is voluntary and will be processed online. It will be conducted by Prof. Dr. Stephan
Huber, Head of the Institute for Educational Management and Economics at the University of
Teacher Education Zug. The survey participants have the option of skipping answering individual
questions in full or in part (there are no compulsory questions) and can cancel the survey at any
time. They will not suffer any legal disadvantages in the event of non-participation.

Data protection regulations:

All data protection regulations will be observed. In concrete terms, this means that the answers
from the questionnaire are treated as strictly confidential, are only processed for the purpose
associated with the survey and the results published in reports cannot be traced back to the
person or school of the respondents. Reports from IBB to, for example, ministries of education do
not allow conclusions to be drawn about individuals or individual institutions.

Processing:

Processing is carried out exclusively by persons working on this project at the Institute for
Educational Management and Economics at the University of Teacher Education Zug who have
signed a data protection agreement.

Anonymisation and data storage:

The online surveys are implemented and conducted with the proven survey software Questback
EFS. Access to the survey is via an anonymous link with SSL encryption. No IP addresses are
stored. The data will be deleted from the servers of Questback GmbH one year after the end of the
survey at the latest. Contact details are stored separately from the data on the IBB servers for the
delivery of reports or results or any longitudinal links and are kept for 10 years in accordance with
the documentation requirements of scientific practice and used for further research in the
educational context.

Access to data and data security:

For the duration of the analysis work, only the project staff have access to the data. They are
archived on a special data and computer server that is only accessible to IBB staff who are
authorised to do so. The data and computer server is only accessible internally at PH Zug.
Sensitive data is transferred within IBB via encrypted channels (SFTP, VPN, HTTPS).

The PH Zug maintains a pure Microsoft network. All users are registered in the Active Directory
and have their own login and password. They are assigned to specific access groups.

All data, files and documents are stored on network shares. Access is subject to access
management, which is regulated by the access groups in the Active Directory. Access rights are
determined by the project management and are regularly monitored as part of the IT ICS.

Disclosure to third parties:
The collected data is not passed on to third parties, in particular it is not sold, rented or exchanged.

Right of withdrawal:

The survey participants have the right to revoke their data protection consent at any time. The
revocation of the consent does not affect the lawfulness of the processing carried out on the basis
of the consent until the revocation. The survey participants shall address the revocation to the data
controller. They will not suffer any disadvantages as a result of the revocation.

Right to information and deletion:
In principle, survey participants have the right to information and deletion. In the case of surveys
with an open link to participation without providing contact details, the right to deletion can no



longer be claimed after the questionnaire has been completed.

Responsibility under data protection law

The Institute for Educational Management and Economics (IBB) of the University of Teacher
Education Zug (PH Zug) is the data protection officer within the meaning of Art. 4 No. 7 DSGVO.
The data protection officer of the Institute for Educational Management and Economics (IBB) can
be contacted by e-mail at marius.schwander@phzg.ch.

Complaint to the data protection supervisory authority:

Pursuant to Art. 77 DSGVO, survey participants have the right to lodge a complaint with a data
protection supervisory authority if they believe that the processing of data concerning them violates
the General Data Protection Regulation. The competent data protection supervisory authority of
the Institute for Educational Management and Economics (IBB) of the University of Teacher
Education Zug (PH Zug) is the data protection commissioner of the Canton of Zug.

Data Protection Commissioner of the Canton of Zug
Government Building/Post Office Square

P.O. Box

CH-6300 Zug

Tel. +41 41 728 31 87

datenschutz.zug@zg.ch

Prof. Dr. Stephan Gerhard Huber, Head of IBB at PH Zug



KoHdigeHUINHICTb i 3aXUCT AaHUX

AHKETyBaHHA MPOBOAUTLCA 3a [JOMOMOrOK MepeBiPpeHOro nporpamMHoro 3abesneyeHHs Ans
OHNamH-onuTyBaHHA «Unipark», €Kke rapaHTye 3axucT iHdopMalii, HagaHoi Yy4dacHWKammu
OnMUTYBaHHS.

Micna yyacTi B ONUTYBaHHI A8 LLKOMM CTBOPIETLCS iHAUBIAYanbHa OLHKa, 3aBAAKM YOMY
36epiraeTbCa aHOHIMHICTb y4acCHMWKIB ONUTYBaHHS. XKogHUX BUCHOBKIB LLOAO iHopMauii, HagaHot
KOHKPETHMMN 0cobGammn, 3pobUTN HEMOXINBO.

[nsa 3aranbHOro (NoB’A3aHoro 3 CUCTEMHMM KOHTEKCTOM) aHanidy, OnuTyBaHHSA NPOBOAUTLCA
B KiNIbKOX LUKOMaX, WO YHEMOXITMBIIHOE BUCHOBKM LLOAO OKPEMMX OCI0 i okpemux Wwkin. OTpumaHi
pe3ynbTaTu BMKOPUCTOBYIOTLCA ANSA YTOYHEHHS PO3yMiHHA npobnem, 3 akumu Bu cTukaertecs, i
ckragHocTi poboTu, siky Bu BUKOHyETE y CBOIN LUKOMI, @ TaKOX ANA po3pobneHHa pekomeHaauin
LWOA0 NIATPUMKN LLUKIN | PO3BUTKY LUKINBHOT OCBITU B MOTOYHIN cuUTyaLil.

3BuyanHo, mm Byaemo AOTPUMYBaTUCh YCiX NpaBun 3axmcTy AaHuX. KOHKpeTHO Le o3Havae,
LLO BigMoOBigi HA 3anNUTAHHSA aHKETU:

* PO3rNAgaTUMYTBHCA 3 CYBOPOH KOHMIAEHUINHICTIO;

* 06pPOBNATUMYTBCS NULLIE 3 METOID, NOB’A3AHOI0 3 ONUTYBAHHSAM,;

« ByoyTb nepernsgatuca nuwe ocobamu, AKi NpaulolTb B IHCTUTYTI MEHeMKMEeHTy Ta
ekoHomiku ocsiTh (IBB) y koHTekcTi npoekTy «LUkinbHWU 6apomeTp» (SchuBa).

3aneBHSIEMO, LLO BCi 3any4yeHi ocobu noiHhopmoBaHi NPo NpuHLMNN 06pobkn NepCoHanbHUX
AaHux 3rigHo 3i cT. 5 DSGVO, a Takox 6e3neky 06pobku (cT. 5 abs. 2, cT. 24, c1. 32 DSGVO).

binblw aeTanbHa iHopMaLia MICTUTBCA B Aekrapauii Npo 3axXUCT AaHUX, NogaHIin HUXKYe.

Monituka koHdiaeHuinHocTi (CtaTyc: 28.06.2022)

Mwu B IHCTUTYTI MEHEOXKMEHTY Ta EKOHOMIKM OCBITM Npu YHiBepcuTeTi negarorivHoi ocsitn Llyr (PH
Zug) umm 3asBnaemo, Wwo 6yaemMo BMKOPUCTOBYBATU iH(pOpMaUito 3 aHKeT, a TakKoX OTpUMaHi
agpecu eneKkTpoHHOI MOoWTY MPaUiBHUKIB LUKONM BUKMIOYHO 3 METOK MPOBEeAEeHHS OHNaunH-
OMUTYBaHHA Ta y3aranbHEHHS UMX BiJOMOCTEN.

MpuHUMN AOOpPOBINLHOCTI
Lle onuTyBaHHa € O06poBinbHMM i Byae onpauboByBaTUCL OHMaWiH. Moro npoBeaeHHSM Kepye
npodgecop, aoktop LtedaH Xybep, OYinbHUK IHCTUTYTY MEHELKMEHTY Ta €KOHOMIKM OCBITU Mpu
YHiBepcuTeTi negaroriyHoi oceith Llyr.

Y4YyacHuKM ONUTYBaHHA MarTb MOXIMBICTb HE HagaBaTW NOBHY abo 4acCTKOBY Bi4MNOBIOb HA
OKpeMi 3anuTaHHs (0OOB’A3KOBUX 3annTaHb HEMAaE) i MOXyTb y OyOb-SKMA MOMEHT NPUMUHUTK
onuTyBaHHA. BoHM He 3a3HatoTb XXOAHMX IOPUANYHNX 3OUTKIB ¥ pasi Hey4acTi.

MpaBuna 3axucTy gaHux

MpoTarom pocnigkeHHsa Oyae AOTPUMMaHO BCiX MpaBwui 3axucTy AaHux. KoHKpeTHo ue
O3Hayae, WO BigNoBiAi Ha 3anWTaHHA aHKeTU BBaXalTbCA CYBOPO KOHIAEHUiMHUMN,
06pobnsaTbCA NULe 3 METOH, MOB’A3aHOI0 3 ONUTYBAHHAM, i pe3ynbTaTin, onybnikoBaHi y 3BiTax,
He MOXyTb OyTW nepcoHanisoBaHMMM (BIOCTEXUTU KOHKPETHY oOcoby uu LwWkony 3 4ucna
pecnoHAeHTiB HemoxnmBo). 3BiTu IBB, Hanpuknaa, agpecoBaHi MiHICTepcTBaM OCBITU, HE Aal0Tb
MOXITMBOCTI 3p0OUTM BUCHOBKMN NPO OKPEMUX OCI6 YM OKpEeMi yCTaHOBM.

OnpauloBaHHA pe3ynbTaTiB
OnpautoBaHHA pe3ynbTaTiB 3A4INCHIOETLCA BUKMIOYHO ocobamu, AKi npauiooTb Hag UMM NPOEKTOM
B IHCTUTYTi MEHeIKMEHTY Ta eKOHOMIKW OCBITU Npu YHiBepcuTeTi negaroridyHoi ocsith Llyr Ta ski
nianvucanu yrogy npo 3axucTt AaHuX.

AHOHiIMi3auia Ta 36epiraHHA gaHUX
OHnanH-onuTyBaHHA BNPOBAXKYETbCA Ta MPOBOAUTBCS 3a [OMNOMOrOK MEepeBipeHOro
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nporpamHoro 3abesneveHHs Questback EFS. [loctyn oo onuTyBaHHS 34iIMCHIOETHCSA 3@ @HOHIMHUM
nocunaHHaMm i3 wudgpyBaHHam SSL. IP-agpecn He 36epiratotbcs. [dadi 6yayTe BuaaneHi 3
cepsepiB Questback GmbH He nisHiwe, Hixx Yepes pik nicna 3aBepleHHs onuTyBaHHSA. KoHTakTHa
iHopMauis 30epiraeTbCA OKpeMO Bi4 [OaHuX Ha cepBepax |IBB ansa HagcvnaHHA 3BITiB,
pe3ynbTtaTiB abo Byab-aKkMx NO340BXHIX nocunaHb i 36epiratotbesa npotarom 10 pokiB BiANOBIgHO
00 BMMOr OOKyMeHTauil HayKoBOI NpakTWMKM Ta MOXYTb BUKOPUCTOBYBATUCL ANS nofanbLumX
JocnifXeHb Y OCBITHBOMY KOHTEKCTI.

HocTtyn pno gaHux i 6e3neka AaHnxX

Ha 4ac npoBefeHHs aHanisy pesynbTaTiB ONUTYBaHHA AOCTYM OO0 AaHUX MaloTb nuwie
cniBpobIiTHNKM NpoeKTy. [aHi apxiBylOTbCA Ha cheuianbHOMY cepBepi i KOMm'loTepi, AoCTyn A0
AKOro MalTb NUWe YnoBHOBaXeHi Ha ue cniBpobiTHUkM IBB. CepBep paHux i komn'toTep
JoctynHui  nuwe B npumiweHHi PH Zug. KoHdigeHuinHi  gaHi nepeparwtecd B IBB
3awmdpoBaHmmm kaHanamm (SFTP, VPN, HTTPS).

PH Zug niatpumye mepexy Microsoft y unctomy Burnagi. Yci kopuctysadi, 3apeectpoBaHi B
Active Directory, MmaoTb CBil NOTiH i naponb. BoHN Npu3HaveHi Ans neBHUX rpyn AOCTyny.

Yci gaHi, davnn Ta AokymeHTM 36epiraloTbCa Ha MepexeBux pecypcax. [ocTyn OO HuX
perynioeTbcs PYHKLIE KepyBaHHA AOCTYMNOM, ONepyBaHHA SIKOK 3AINCHIOETLCA rpynamu JocTyny
B Active Directory. [lNpaBa pocTtyny Bu3HayalTbCA KEPIBHULTBOM TMPOEKTY Ta perynspHo
KOHTpontotTbes B pamkax IT ICS.

Po3kputTa iHhbopmauii Tpetim ocobam
3ibpaHi gaHi He nepegaTbes TPETIM 0cobam, 30KpeMa He NPOAAalTLCS, HE HaaalTbCa ANnd
KOPUCTYBaHHSI Ta He OOMIHIOTLCS.

MpaBo BigmoBU

Y4YyacHuKN ONUTYBaHHA MakoTb NpaBo B Oyab-sKMMA Yac BiOKNMKATW CBOK 3rogy Ha 3axucT
AaHux. BigknukaHHsa 3rogm He BNiMBaE Ha 3aKOHHICTb OnpautoBaHHS AaHUX, WO 34INCHIOETLCS Ha
niactasi 3rogu OO BiOKNWKaHHA. YYacHUKM ONUTYBAHHA HaACUNawTb BiAKMWKaHHA KOHTponepy
AaHux. BoHM He 3a3HaloTb XXOA4HMX 30MTKIB y pe3ynbTaTi BigKIMKaHHS.

MpaBo Ha iHdopmauito Ta BUAaNeHHs

Y npuvHUMNi, yH4acHUKM ONUTYBaHHA MaloTb NpPaBo Ha iHopMaLiio Ta BuaaneHHs. Y Bunagky
ONUTYBaHb i3 BIAKPUTUM NOCUNAHHAM Ans yyYacTi 6e3 HagaHHA KOHTaKTHOI iHbopMauii npaBo Ha
BMAaneHHs Ginblwe He Moxe ByTn 3aABMEHO NiCns 3anOBHEHHST aHKETM.

BignoBiganbHICTb 3a 3aKOHOM MPO 3aXUCT AaHUX

[HCTUTYT MeHeIKMeHTY Ta ekoHoMiku ocBiTu (IBB) npu YHiBepcuteTi negaroriyHoi ocsitu Liyr
(PH Zug) € ynoBHOBaxeHUM i3 3axucty gaHux BignosigHo Ao cT. 4 Ne 7 DSGVO. 3i cneuianictom
i3 3axucTy AaHux IHCTUTYTY MeHeoXMeHTy Ta eKoHoMiku ocBiTu (IBB) moxHa 3B’aA3atucs
eNeKTPOHHO NoLTo: marius.schwander@phzg.ch.

Ckapra oo opraHy Harnsiay 3a 3axMcToM AaHux
BignosigHo po ct.77 DSGVO, yyacHuks onuTyBaHHA MalTb MpaBO NogaTu cKapry Ao
HarnsiioBOro opraHy i3 3axucTy AaHuX, AKWO BOHW BBaXawTb, LO OMpauloBaHHA AaHuX, SKi
CTOCYHOTbCA X, MOpylWye 3aranbHUi pernaMmeHT 3axucty AaHux. KOoMNeTeHTHUM HarnsgoBum
OpraHoM i3 3axucty AgaHux |[HCTUTYTY MeHeIKMEeHTY Ta eKOHOMiku ocBiTu (IBB) npu YHiBepcuteTi
negarorivyHoil ocsitTn Llyr (PH Zug) € YNoBHOBaXXeHU# i3 3aXUCTy OaHUX KaHTOHY Llyr.

YNoBHOBaXeHWN i3 3aXMCTy AaHUX KaHTOHY Llyr
Regierungsgebaude/Postplatz

Postfach

CH-6300 Llyr

Tel. +41 41 728 31 87
datenschutz.zug@zg.ch




Mpodecop, poktop LWTedan Xybep i komanga LUWkinbHoro 6GapomeTpy IHCTUTYTY
MeHEeIXXMEHTY Ta EeKOHOMIKM OCBITU NpU YHiBepcuTeTi neaaroriyHol ocsiTu Liyr.




